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Participant Guide
Systems Down! A Network Outage Exercise 

Exercise: Systems Down! A Network Outage Exercise
Date: September 16, 2025
Time: 9:00-11:30am or 1:00-3:30
Location: Virtual

Exercise Structure 
This is a community-based, functional exercise planned for 2 hours and 30 minutes. Our facility will simulate a network and systems outage scenario, meaning any system connected to the facility’s internet and/or servers is unavailable. 
As part of this exercise, we will practice activating our continuity of operations plan and downtime procedures.  
Exercise Scenario
It is a Monday morning at 7:00am. Several staff members are arriving for their shift and logging on to their computers to start the day. However, staff are finding that they cannot access their company email and are getting a message saying, “Unable to connect to the network.” 
Attempts at logging in to the agency’s electronic medical records system and other systems connected to the agency’s servers are unsuccessful. It appears you are dealing with a system-wide network outage.
Exercise Objectives 
During this exercise participants will:
1) Test their continuity of operations plans in response to a network outage.
2) Activate their downtime procedures for charting, client management, and other business processes.
3) Discuss return-to-normal procedures once the servers are restored.

Plans and Work Aids for this Exercise
· List relevant plans or resources that may help staff participate in and respond to the scenario.

Participant Roles & Guidelines
Site Facilitator: The facilitator leads participants through the exercise. The Facilitator:
· Keeps an eye on time
· Redirects participants if the discussion gets off-track. 
· Provides prompts if participants get stuck.
· Guides participants through the post-exercise debrief (Hotwash) 
Site Facilitator: Name

Evaluator: The evaluator is responsible for observing exercise activity and collecting observations and data. The Evaluator:
· Fills out the exercise evaluation guide
· Attends the post-exercise debrief to share feedback and/or ask for clarification on what they observed. 
· Hands off their notes and completed evaluation guide to the facilitator.
Evaluator: Name

Participants: The participants actively participate in the exercise. Participants: 
· Respond to the scenario and discussion questions given their current knowledge of plans and policies. 
· Respond to the scenario as if it were a real-life event, working through any artificialities in the scenario.
· Take note of any aha moments, concerns, or outstanding questions to share during debrief. 
· Take part in the post-exercise debrief to share their insights.

Assumptions and Artificialities 
In any exercise a number of assumptions and artificialities may be necessary to complete play in the time allotted. During this exercise, the following apply:
· This is a non-judgmental learning environment where players are encouraged to discuss and investigate all potential solutions to exercise events.
· There will be no movement of people or supplies during this exercise. All movement of supplies or people will be simulated. 
· Parts of the scenario may seem improbable. Every effort has been made by the exercise’s planning team to balance realism with creating an effective learning and evaluation environment. Please do your best work through any exercise artificialities. 
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